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Session Objectives

* Awareness of current headlines

* Understanding of Online Safety in the
National Curriculum

* Knowledge of the 4Cs Framework

* Know how to use Project Evolve

* Explore other teaching resources

* Additional resources
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Financially motivated sexual
extortion: alert for education
settings

Globally, there has been a large increase in reports of children and young
people being forced into paying money or meeting another financial demand
(such as purchasing a pre-paid gift card) after an offender has threatened to
release nudes or semi-nudes of them. This is financially motivated sexual
extortion, a type of online blackmail often referred to in the media as
‘sextortion’.’ It is a form of child sexual abuse.

Ofcom: Almost a quarter of kids aged
5-7 have smartphones

© 4 days ago

Three-year-olds groomed online,
charity warns

/ How the percentage of five to seven-year-olds
‘ using social media has risen in one year

W 2022 W 2023

Overall

Chris Vallance
Technology reporter

The Internet Watch Foundation, a partner at the UK Safer Internet Centre, found

L o0i0oss  more child sexual abuse imagery in 2023 than any previous year — more than WNhatsApp

275,000 webpages were actioned by the IWF Hotline. At the Foundation’s Annual
TikTok

Report launch in April, the IWF also revealed that thousands of ‘self-generated’

sexual images and videos of three to six-year-old children are now being found on

the open internet. Instagram

Compared to a year ago, a higher proportion of young people aged 5-7 now engage Based on responses from 1,509 parents in 2022 and 749 parents in 2023

Source: Ofcom [BlElC]
The number on social media went up from 30% to 38%, while for livestreams
it increased from 39% to 50%. Just over 40% are reported to be gaming

online - up from 34% the year before.

in messaging, voice chat, and video calls, as well as live-streamed content. Social

media platforms have also seen an increase in engagement with the data

demonstrating a significant uptick in social media usage among 5-7 year-olds, with

platforms like WhatsApp, TikTok, Instagram, and Discord showing notable growth.



Schools to teach children how to False information cases in wake of riots test

spot fake news and ‘putrid’ UK’s online safety law

. . . Authorities have moved swiftly to punish people alleged to have been involved in the worst
conspiracies online

unrest England has experienced since 2011

Education Secretary Bridget Phillipson said her curriculum review would
embed critical thinking skills in lessons.

:M\ ; /\ .

Children will be taught how to spot extremist content and fake news online under plans announced by the
government.

Education Secretary Bridget Phillipson said she was launching a review of the curriculum in primary and
secondary schools to embed critical thinking across multiple subjects and arm children against "putrid

conspiracy theories'

Pupils might analyse newspaper articles in English lessons in a way that would help weed out fabricated

clickbait from true reporting.

In computer lessons, they could be taught how to spot fake news sites and maths lessons could include
analysing statistics in context.




Relationships and health education

what positive, healthy and respectful online relationships look like
the effects of their online actions on others
how to recognise and display respectful behaviour online

Department
for Education

Guidance

Teaching online safetyin schools



Online Safety in Computing Curriculum

KS 1
* Use technology safely and
respectfully, keeping personal
iInformation private;

* ldentify where to go for help and
support when they have concerns
about content or contact on the
Internet or other online
technologies.

KS 2
* Use technology safely,
respectfully and responsibly;

* Recognise acceptable /
unacceptable behaviour; identify a
range of ways to report concerns
about content and contact.



Children aged 5-7

5-7-year-olds digital
safety at a glance for
parents | Internet
Matters

Digital safety
at a glance

Guidance for parents of 5-7-year-olds

Use this quick tips guide to stay on top
of your child's online safety needs.

internet
matters.org

Learn about common experiences at this age and what you
can do to help keep your child safe enline as they grow.

3

Too much
screen time

69% of parents worry
about it

Set time limits for
devices and help kids
experience a range of
activities where they

create and learn to

support their wellbeing.

®

In-game and
in-app spending

58% of parents say they
worry about this.
Review purchase
settings and parental
controls in apps, games
and online stores to set
limits, then talk about
why they're important.

Online bullying”

worry about this.
Online bullying is
difficult to escape or
ignore. So, talk about
what it looks like so
kids know when and
how to get support.



https://www.internetmatters.org/schools-esafety/primary/5-7-digital-safety-at-a-glance/

Digital safety
at a glance

Guidance for parents of 8-10-year-olds

C h I | d re n ag e d 8 - 1 O Use this quick tips guide to stay on top

of your child’s online safety needs.

Learn about common experiences at this age and what you
can do to keep your child safe online as they grow.

What does 8-10-
year-olds' digital
safety look like? |
Internet Matters

Too much
screen time in-app spending

In-game and Viewing violent
content

ae ar a0 5§ '
second-most common
online harm among 8-10s, 1 67%
71% of v of parents worry about it.
parents worry about this.
Set parental controls
Set time limits for and restrictions on video
devices but also help kids Review purchase settings games, videos and websites
experience a range of and parental controls in apps, children access. Talk
activities to create and games and online stores to to them about why
learn to support their set limits, then talk about some content is not
wellbeing. why they're important. appropriate.



https://www.internetmatters.org/schools-esafety/primary/8-10-digital-safety-at-a-glance/

4 Cs framework

Ccontent
contact
Conduct

CcCommerce
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Content

« Online posts — pornography, fake news,
racism, misogyny, self harm, suicide,
anti-Semitism, radicalisation and

extremism.
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Contact

. Interactions with others online — peer
to peer pressure, grooming, child
exploitation
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Conduct

« Online behaviour — online bullying,
sharing or receiving nudes and semi
nude images, pornography
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Commerce

« Online financial risk — gambling,
Inappropriate advertising, financial
scams

dlglt C]“ :%2 igitall.charity O ligitalicharity



What do you have in place?
How do you know it is effective?

e How do you ensure online safety is taught throughout the
school?

How do you ensure children are understanding the online
safety which is taught?

Do you provide support beyond the school gates to parents?
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Whole School Online Safety Scheme

PROJECT

eVvViLVE
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Knowledge Map with Concept Cartoons

Knowledge Maps

A

Guided or
Independent

2 aress and year
growps.

W%@‘

| want to show my friend and
others how much | enjoyed the stand

video they posted. Any ideas? ;. b

L~ fa\
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ProjectEVOLVE - Education for a Connected World Resources

PROJECT
Evf ‘LVE About  Toolkit Guidance EDU CED m

“ProjectEVOLV

Shaping.a.better online life for all

Access Toolkit

Terms | Privacy = Cookies | Sitemap | Contact f
B

UKIT j— o
Ao Bl st N (Diess (OSWGL

Winner 2022 nner 203 NOMINET Centre
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https://projectevolve.co.uk/

e Keep Children Safe Online:
Information, Advice, Support -

Internet Matters fnternet
matters.org



https://www.internetmatters.org/

digital

Digital Matters !
Find the Fake

Aligned with the Education for a Connected World

e . : Help children learn how to recognise unreliable or
framework, Digital Matters is a free primary school P 9

The Online Together Project i i i i i : :
resource and learning platform to teach online safety g ) false information online using this quiz created with
to children in years 5 and 6. See how it can engage ‘ ) ‘ Google. Use it within your lesson as a starter, main

Use this tool to start a discussion about stereotypes = e : )
your students in their online safety. activity or assessment to help minimise risk online.

found online. Create a lesson around online hate

EEE using a quiz as an assessment, activity or starter, to  see resource |

begin challenging biases online.
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https://www.internetmatters.org/digital-matters/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/find-the-fake/
https://www.internetmatters.org/the-online-together-project/

4-7 year olds

& Back CEOP ﬁ Home @ Badges [>J Videos Sg& Grown ups

Hi Everyone!

| am Jessie. | love being online!

My friends Tia and Mo are here to help us collect
badges as we learn and play.



https://www.thinkuknow.co.uk/

8-10 year olds

e about the game watch stay safe grown ups need answers
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https://www.thinkuknow.co.uk/

Google Internet Legends
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Other resources

National Centre for Computing Education (NCCE)

UK Safer Internet Centre

Cybercafe - fun ict game for kids by GridClub
Keeping children safe online | NSPCC

Common Sense Media: Age-Based Media Reviews for
Families | Common Sense Media

® Keeping children safe in education 2023
(publishing.service.gov.uk)
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https://teachcomputing.org/
https://saferinternet.org.uk/
https://gridclub.com/activities/cybercafe
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://www.commonsensemedia.org/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1181955/Keeping_children_safe_in_education_2023.pdf

Acceptable Use

| Key question: How ? URL
! do we keep ; -3
ourselves safe || muting
online?

screenshot

1 WILL ALWAYS USE WHAT 1 HAVE
LEARNED ABOUT INTERNET SAFETY TO
KEEP MYSELF SAFL ONLINE

e
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Online Safety in Newsletters

During this term, our online safety focus has centred
PROJECT on what ‘online relationships’ mean in the digital

EVOLVEm

Each clazs has discussed challenging ¢ onzand
ccompleted activities to encourags children to think
about how they use different platforms to communicate and how to do this safely.

The children have been encouraged to tlk sbout their own behaviours and feelings and
throughout all the lessons, are taught the importance of asking for support and help.

As & schoal, we follow the Project Evolve Curriculum which provides a syllabus that cov.
knowledge, skills. behaviours and zttitudes across different strands of our online fives
approprizts content which spans from early years through to sighteen, providesz 2 to
shape thinking and challengs misconceptions.

e —

Mew technology 8t Christmas can be excdting and for some, their first experis
he online world. Please take time to agr¢
house rules and restrictions for your childre
that they can enjoy their new gifts s=fely.
. see bebow for links we have shared in the
- which provide valuasble advice on how to keep y

Organiaation

Camman &

NSPCC

s whai sehest e ™ i aaascaris

The Corersan Sems Kedia waini ai placs io . We e
presicaal s recom e 1

b prosies e




Online Safety Storybooks |
The Ed/mtion People

Link to literacy WEBSTER'S
MANNENS



https://www.theeducationpeople.org/blog/online-safety-storybooks/
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Thank you

Any questions?
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